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- Evidence-based argument
What is it?




POLITECHNIKA | Evidence-based arguments
GDANSKA

e Argument is an attempt to persuade someone of something, by giving Q ’
reasons and/or evidence for accepting a particular conclusion ‘} I
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* This 'something’ can be:
» assurance of some important property (safety, security, privacy, reliability, ...)

* conformance with a stated set of criteria (standard, norm, directive,
recommendation and so on)

* EXAMPLE ARGUMENT

Tests confirm that this software module
satisfies its requirements because test
results are positive and the test coverage
Is sufficient



Evidence-based arguments

* Evidence in its broadest sense includes everything that is used to determine or
demonstrate the truth of an assertion.

— Evidence can be used in arguments — to demonstrate the truth of the premises

EXAMPLE ASSERTION: It is raining outside

EVIDENCE:

Assumption: ~
Evidence is delivered in electronic documents of any form: text, graphics, image,
video, audio etc.

*txt, *.doc *.xIs *.jpg *.mp3, *.pdf, *.mp4, ...



A case study:
Evidence based argument about quality of a software module

Tests confirm that this software module
satisfies its requirements because test

results are positive and the test coverage _

Is sufficient N

Strategy of argumentation:
Argumentation by referring to

Strategy of argumentation

test results and test and its
es r(.asu S and test coverage rationale
Rationale:
Experience shows that positive -
results of tests of adequate coverage Fact:
reliably demonstrate fulfillment of the adequate coverage and
requirements positive test results
Fact:
Evidence: adequate coverage and

positive test results

Demonstrates the fact about test results and
test coverage

‘Epistemic part. idenee




A case study:
Evidence based argument about quality of a software module

AN

Strategy of argumentation
and its
rationale

Fact:
adequate coverage and
positive test results

Evidence




- Evidence-based arguments
What are they for?




Argument and trust

Convincing arguments can be used to build trust

» because they demonstrate trustworthiness

Such arguments we call Trust Cases

Example:
A convincing (supported by evidence)
argument that a service is secure
Increases trust in the service

Evidence:

protective measures used,
certification procedures passed,
penetration tests results,
operating data,

development practices used ...



Different types of trust cases

Assurance Cases

safety, security, privacy, dependability, reliability ...

Conformance Cases

standards, norms, directives, regulations ...

Metaphysical Cases

e.g arguing the existence of Santa Claus

and others...




- Trust-IT and NOR-STA




TCL- Trust Case Language |
Conformance
cases
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 otmes

Trust cases













- (Selected) challenges and experiences




Represenatation
Trust Case Language (TCL)

and the underpinning argument model







_ || Example argument
(] claim 1
_"] Argumentation strategy 1
.~ | Rationale 1

DFacﬂ

] Reference 1
() Fact2
&*_J Reference 2
&*_J Reference 3
(] Claim 2
_"| Argumentation strategy 2
.= | Rationale 2
() Fact3
fi] Reference 4
f£] Claim 3
] Claim 4
(] Claim

_"| Argumentation strategy 3
_J Rationale 3

DFamd

&*_J Reference 5

() Facts

‘T‘_J Reference 6

D Claim 5

_"| Argumentation strategy 4
_J Rationale 4

BFamE

‘T‘_J Reference ¥

£ Fact7



A case study:
Evidence based argument about quality of a
software module

Tests confirm that this software
module satisfies its requirements
because test results are positive and
the test coverage is sufficient

- 11| Evidence based argument about quality of a software module
= D Module meets requirements
= _J Argumentation by referring to test results and test coverage
.~ ] Experience shows that positive results of tests of adequate coverage reliably demonstrate fulfillment of the requirements
- [3 Tests results are positive
&_J Report from testing
= D Test coverage is satisfactory
fii] Test plan

f-’“_] Analysis of the test plan from the test coverage viewpoint

1 Evidence based argumant about quality of a seftware module
[ Module menss requirements

With the assumption that this
module was not changed during
testing, the tests performed by
competent testers confirm that the
module satisfies its requirements
because test results are positive and
the test coverage is sufficient

L Arg bry refesring to test results, test coverage and testers’ competencies

2 ewpu
[ Tests resulss zre positive
%] Report from testing
[ vest covarage is satistacsory
] Test plan

shows that positive resuln of tests of adogquate coverage if perdormed by compatent lesters, reliably demansirate flGliment of the (equitements

'!J Analysis of the test plan fram the test covarage viewgpoint

Q Adequaste configuration contrel in place
{od Adoguate competencies of testars

o Ary iom by referting to the educaion, raining snd experience of testurs
__] Education. waining and experience are needed to develop adequale testing competencies

D Testers have adeyuate competencies
R OV of testers



- Communication and
co-operation




Communication and co-operation
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Argument sharing

[ [y s L)

2

Multiple viewpoints (managers, suppliers, certifying/qualifying institutions, argumentation developers,
evidence suppliers, external world,..)

Different roles (developer, assessor, viewer, administrator...)

Access control

Different views at the argument

Support for decision making

Argument assessment
Support for consensus building

Support for diputes



Argument assessment
Assessing the the ‘compelling power’

of argument




Argument assessment

Tests confirm that this software module
satisfies its requirements because tests
results are positive and test coverage is

sufficient
Claim:
Logic doubt: Module meets requirements
Do successful tests of right
coverage really determine the <::Assessment of the
success of testing? inference

Fact:

adequate coverage and
positive test results

Epistemic doubt: Assessment of
Do we really have positive test < the
evidence

results and the right coverage?

Evidence



The assessment process

= ﬂ Example argument

- L claim 1

= Arumentation Strategy 1
{<] Rationale 1

Assess conclusions S

) Fact 2
- [J Claim 2
= Argumentation Strategy 2
[Z] Rationale 2

) Fact 3
] Claim 3
f£] Claim 4
-1 [J Claim 5
= Argumentation Strategy 3
{2 Rationale 3

) Facta

] Fact 5

Assess - [Qciame

. = Argumentation Strategy 4
inferences £5] Rationale 4

) Fact 6

) Fact 7

For
argumentation
scheme

For a concrete
argument




| Example argument

= @ Claim 5
— gumentation Strateqgy 3
@:Y Rationale 3
Fact 4
Fact 5
— gumentation Strateqgy 4
Rationale 4
Fact &
% Fact 7



Assessment of an argument
(based on Dempster-Shafer believe functions)

Assessment of evidence

— Fact: ‘test results are positive’
Test report for this module demonstrating that the test results are positive

Test report for this module demonstrating that the tests failed
— Assessment

Acceptance Rejection




Assessment of an argument
(based on Dempster-Shafer believe functions)

Assessment of evidence

— Fact: ‘test results are positive’
Test report for this module demonstrating that the test results are positive

Test report for this module demonstrating that the tests failed
— Assessment

Acceptance Rejection

Assessment of inference

— ‘if we have positive test results and adequate tests coverage, then
the module meets its requirements’

How reliable is such reasoning?
— Assessment

Acceptance Rejection




User interface

Belief: Confidence: Comments:
DOy = -
Disbelief: ‘ with very high confidence
Uncertainty: o
S |
/N Decision:
oS R l tolerable
‘ _ E \ % — 9, ———

{ Delete assessment ]

Linguistic values make the scale more human friendly:
Decision: rejectable, opposable, tolerable, acceptable
Confidence: sure, very high, high, low, very low, uncertain



Communicating the assessment results

= u Evidence based argument abhout quality of a software module

competent testers, reliably demonstrate fulfillment of the requirements

= ﬂ Evidence based argument about quality of a software module
) - [ Module meets requirements
= Argumentation by referring to test results, test coverage and testers’' competencies
i ' performed by competent testers, reliably demonstrate fulfillment of the requirements

) - [(] Test coverage is satisfactory
1] Test plan
ﬂ Analysis of the test plan from the test coverage viewpoint




Argument assessment in NOR-STA

Presently 9 different methods of argument fissessment
assessment are implemented: Bolef e
Disbelief. .‘ with very high confidence
* Dempster-Shafer Uncertainty: | [
¢ ISO 33000 (SPICE, AUtOmOtIVG SPICE, ) Decision:
. . acceptable
e Rating scale (numerical) i —j (e
* Th ree‘level assessment Exclude from assessment
* and others...
Assessment Assessment
Assessment: N A —— Assessment:
69 . Largely acheved ““ = e T 7/10(70%) - 1
E o Process Attribute el —— S -
Exclude from assessment ] ———1 Exclude from assessment ; y f- .. (S —
—=
==
~—.



- Scalability and change
Management




Operating large arguments

* Large arguments are difficult to handle and to understand

— What does it maen ’large’?

* Experience with arguments up to 8000 nodes

* Graphical representation inadequate

— Adding/modifying a node can change the graph in two dimentions

— Adding more explanatory text expands a node and gives a false feeling
of growing importance of the node

u C4: The parameters anterad are the parameters intended by the person entaring them (no user antry error)
| .85: Argue that entering parameters via barcode readers is safe
- _RS: Justification for argument strategy
Q A1: GIP is equipped with a barcode reader. Patient wears a barcode wristband. Drugs are labeled with &
u CB: Parameters are entered via a barcode reader where possible to mitig 9 human err or

__[ S52: Argue over hazards to manually entering the parameters
. R2: Al existing hazards are identified
. Ct2: List of identified hazards related to manual programming
u C8: Entry errors caus: ed by keypad design are mitigated
D C12: The design and implementation of the GIP mitigates against input values being misinterpreted int

[:] C13: The GIP design prevents activation if there is a missing parameter
[L] ©15: Units errors are mitigated



Operating large arguments

.|| DeCPS demo

Details
_ || Example argument
|| Evidence based argument about quality of a software module D Claim
[ Module meets requirements
. . . Marre: Module mests requirements
_J Argumentation by referring to test results, test coverage and testers’ competencies
Label tlanual
.| Experience shows that positive results of tests of adequate coverage if performed by comp
Tags:
[j Tests results are positive g
B Test coverage is satisfactory
D Adequate configuration control in place
D Adequate competencies of testers
vidence based argument abhout guality of a software module - referring to the module on testers' cc
Evid hased t about lity of fhw dul ferring to th dul testers’
Copy URL to clipboard
Edit L]
Apply Discard
Assessment

Links

_>| Changes



Managing massive evidence

— Integrating any electronic document as an e
video stream,audio,...

— Providing for referencing any place the doci
svn, ...)

— Referencing selected fragments of bigger d«
sections, ...)

— Providing for user selected repositories

_] Open PCA Pump Assurance Case
_] An argument that Kansas State Liniversity's Open PCA Pump design is both acceplably safe and
_ || Subject of Assurance Case: PCA Pump
_u| Requirements: Draft 0.11
+! |.[| Background Information
+ _] 'Major' Level of Concern
+ _] External Infusicn Pumps are FDA Class |l Devices
D Claim 0: PCA pump is effective in its medical function and is accepiably safe
_J Strateqy 0: Argue for safety and effectiveness separately, but coordinated
_J Hatienale O: N0 medical device can be completely safety; its benefit must justify its risk
[ claim 1: PCA pump is efiective
_J Sirateqy 1: PCA pump performs intended function which has been clinically verified
.| Rationale 1: PCA pump must perform intended function; that function must be nu
D Intended function defined in requirements document
D Claim 1.1: PCA pump performs intended function
_“] Argue over all behaviors, that they are performed correctly, and their composi

-] Divide into individual behaviors, and then argue their composition has inte

ICE PCA System Requsren
4 PCA Pump Function
The POA pestgs infis at proscribed besal, balis, of KVO ¢
{.1 Basal Flow Rate
The dosal fl e Flueat, I prescr [ physscin
seansluy Hhw prescriptios (ton | untiulner Inbwl
33.1.1)
The pamp sha
of F

Patient- Requested Bolus

pahiest » pross

of the PCA pamop s patiests bt
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euts

o mate
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24510
T3 AVO an dohl
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Managing multiple arguments and
multiple users

User accounts: roles and 7y o)
permissions
i —

E Developer
Arguments dedicated to a

— 5
=
specific user 0 /
,: . /»
\p

S

—”

Containers for arguments:
folders and projects

— Project contains a single
argument

— Itis useful to group them —_—
together in folders to facilitate / ‘&

access and to enforce common |
policies

Patterns libraries

Assurance cases of subsystems

-

L
(e



Managing multiple arguments and
multiple users

A DEMO - NOR-STA

¢ > C 8 hnps.,v'rsewkeéargevide;:;rﬁ,« demo Qs 8
Ae Project View Account Help Log out
- __|Folders Delols
1
+ Argevide demo ects :
& pred -] Project
. Q Examples AW
14
a :‘B“ 9 Name: Open PCA Pump Assurance Case
C 8 "“"‘:'d' o Created by Andrzej Wardziriski
- Medical devices
Created on: 2014-01-16 11:08
__| Generic Infusion Pump Assurance Case
\ __| Open PCA Pump Assurance Case - 1 = =
e —i P — LN | A =333 4 = = =E
__| Pacemaker assurance case ?Oﬂpﬂlﬂd t f \g‘ Ots‘l" BRI LEIE S EGLE =
= = AWw 1ze .
] Conformance templates 7] i rqéc‘ Font
__| Hospital accreditation conformance template = Dty Project Thi o be ¢ . edical
S () Import New Folder ls assurance case was created to be part of exemplary medica
_:J HACCP conformance template B Expon Progect device design artifacts, demonstrating application of best practices by
__| HSEQ conformance template ) Kansas State University for the US Food and Drug Administration's
- [ safety cases €] Export to ARM . Scholar-in-Residence program through the National Science
23 BN Jeckior axinte VOvG | & Permissions ‘ l-joundauou (#0932;89. #12395_43). As such, lhp assurance case
S 9 ple iAo e | links to the other artifacts. requirements and design.
This work 1s protected under the Creative Commons Attnbution- ==
Share Alike license: http://creativecommons.org/licenses/by-sa/3.0 _—
‘T e ser
Apply Discard

[16-10-2014 13:12:58] Details loaded Open PCA Pumgp Assurance Case

~——

& ¥ =

a
—




Change control

* Evolution of argument, assessments and evidence

e Baselines
* Rollback

*  Accountability of changes

Ak Poomct B | Vew | Reporty Accoud mi»
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Reporting

Al A-hew T rogrt b - Wtrerwht bl

Rl rorover  Wieees  wimin  bema Bee e pdw  Deevese  Seesw beitaademt twe
s - ~ SRR BAD WY STUCAL MONOWO{EXR WOR. STATRC S SFE00A FALAT) "e")
W C S T i = ¢ i e ) B @ W1 O 0
1
. Process Attribute
. 3

Customizable 7
s

Excel reports s
 J

— assessment history

Frecess g F "3‘ 38 55 .31 E ‘E F 1 F2y ; [+ '-
. =L %is THHE R TR
Customizable XML/HTML . ol [ S Woaal ]33] 5" '8 3| 3F [83% 4% 4
0 Ko A0 L L e [ 23] TN L) we ne ned "o wru Wl
reports
—  XLS scripts to process XML data ' e - O X
A reEaTa = 0 - x
— assessment history C 1) | O Sl CiUmtnimara/AsaData/l ocal/ Tmay Teerp ! 2017-11-06_22-48_NOR-STA Ximl_fepart sip/2017-11-06 2245 %

Infusion pump safety case
Dedicated reports

1olerable  wah hagh

. . GlI: At it Line hazesd by bres stigated e ===} f———1
—  Project metrics e
. . G1: Airin Line hazard has been mitigated
—  Project change list 2.G1: Alrin Line hazard has been mitigated
—  NOR-STA users’ activities 8 o e e e e - —
.. : Dowsatream monitor reliably devecss air bubbley i the line pccapiable  firr were R —— Y
(fO ra d ministrato rS) : No air butbles are mtrodoced to Eme below the downssream momitor scceptable  for swre ]
: Conective comols are affectise :';;z::: with high =
GSN d lagrams .generated fOI’ + Controls to prevent alr in line are effective
argument sections y
1 Infusion procedures ace pesfooned by proparly tramed pecsonel mceprable for sare f- =]
: Clhinesan manual and wraunmg snsures compatible mfusion set l;:i.:’b:““m very igh = i ]

[ G1:Airin Line hazard has been mitigated
$1: Argument by referring to hazard controls.

Froventig,
Pty

] J1: Hazard controls have been identified during adequate Hazard Analysis

=1

Provening,
adoquacy has besn ustiied.

Aduauiacy
[J G2: Controls to prevent air in line are effective
See cutalds in secton 3

F1: Downstream monitor reliably detects air bubbles in the line

0

{Ev3) Sensor technical specification
Link 1o deseripion in secion: 10




- Integration



Integration

* Evidence
* External systems

 SACM (Structured Assurance Case
Matamodel)



Integrating arguments with evidence

Direct links to evidence @ http://www.omg.org/spec/SACM/
(resources on the internet) A3

Internal NOR-STA A=
i upload .
repository document N~
\—/

External repositories
(HTTP Basic Authentication,
for example SVN, GIT)

External repository
with webservice interface

for listing documents n doc list . ﬁ
(used for integration y =% webservice ‘
with Siemens Teamcenter) C e < N
® extract
\—/

, documents .
e o Other system repository



Integration with other systems

NOR-STA API (webservices)
* JSON REST webservices cover full NOR-STA functionality

Single Sign On (SSO)
e Active Directory Federation Services ADFS (Oauth 2.0)
* Azure B2C

XML export/import
e TCLformat

SACM 2.0 compliance

* NOR-STA use TCL (Trust Case Language) notation
which complies to SACM 2.0 (published March 2018)



structuring and reuse




Argument structuring and reuse

— Links in the argument structure
* DAG instead of tree

— Patterns and pattern libraries
— Templates

* Deriving structure from standards
* Following changes in standards

— Deriving argumentation structure from models
e Architectural models
* Risk analysis reports



Argument templates
and changes
propagation



- Composability



Composability —
modularisation of
arguments




* Interfaces between the components and the embedding argument
* Changing context can invalidate evidence and argumentation strategies



11 Information

Simple solution: syntactic match Required interface, Provided interface

Inturtacos

= Project imtarfaces
Assessman paiished 201906407 121481 Publish now
Imorface Type Hownd nterace
TCS Tster cutrgel s ws Provded <+ TCS Tawteen compeienchs

+ Add w rerw nfedsce

Isturface: TCS: Towter compuinncion & 5t

X Dekto
Type Franded
Duscription
Hound inteefaces * At new binding
Progect DeCRS workshop demo Dpmn (e propes
Path DEMO ¢

v S T ¢
Irtarfnce TCS Teslure compeiangies Detets bisding
Bownd G050 1408 56
Elements 1 feound: 1)
Etemanss of the interface
Intedace elemem Azzessment Eound Berment
Adequate compotences of tostars °-) Adequate compelancien of Iaslecs *x X
Clase
I 4
L1 DeCPS dome
1] Examgle argument
1] Bvidence hased argument abost quality of s software medule
1] Bvidonce based argument abowt qualisy of a sof dul d
1 [J Meduls meets requirements

Intadacos
Project imtarfaces
Imecfacs Type Baund intedface
TCS: Tastars ¢ (3 + Raqund TCE Tastor campstan
= Add 3 now

Interfoce: TCS: Testors competoncies = Edi

Type Fwgatted
Dezcrption
Bound Interfaces + Add new bnding
Propact TCS Testers compedences Open i
Path DEMO/
Irterfncn TCS Tester compatencies
Bound 20190507 140355 Calot
Putlzhed 20190507 141451
Elkmeels ! (hownd 1)
Elemunts of the mterdace

terdace alamant Asiasimant Bound Elmant
Adequats competancins of ‘_° Adequste competenciss of
teoters teslors

Difficult problem: semantic contracts with change control






Living argument

Obijectives

Logic decomposition into more specific
S, objectives

--2- HA A O — . p—_

L1 b el o P
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T ) et iy o et s
G S e s s b o $
0 S 0 e g i i s
L3 sy o e o
T3 s ot i wo—
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o L
0 s o B s Bt
0 S o s 4t

Analytical and
measurement leyer —
collecting evidence that
demonstrates objectives

Smart grid




Living argument

Obijectives

Logic decomposition into more specific
objectives

Analytical and

Evidence . iqonco  Evidence S| o] G measurement leyer —
collecting evidence that
demonstrates objectives

Smart grid

Cities and offices

ecological vehicl ' Wind generator



Conclusion

Argument is a focal point situated between different stakeholders and addressing their
important concerns

— Argument model and its representation — a crucial decision
— SaaS model of deployment

Argument is un ‘'umbrella’ under which we can integrate the results of a wide range of
more focused analytical methods and techniques

Conformance arguments have a potential to support emerging certification frameworks
— Cybersecurity of components (and systems)
— Qualification of medical devices
Discovering new application domains
— ’Customer driven’ development
For materialisation of the vision of ’living” arguments more automation is needed
— automatic determination of an argumenttation structure
— automatic evidence collection and assessment
— strong context awareness

SLA, Data Security and Privacy Protection — of high and growing relevance



Thank you for your attention



